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Executive Summary

This document describes the PALANTIR project’s plans for its digital presence as well as giving an
overview of the project’s website, its technologies and the social medial accounts that will be used to
spread the most important project news and achievements. Furthermore, this deliverable defines a
common understanding of the procedures that will be followed by the project team in order to provide
a continuous high-quality communication channel with the general public.
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1. Infroduction

This deliverable describes the digital presence plan, and its implementation, for the PALANTIR project.
The main purpose of this document is to offer an overview of the project website, its structure, and a
glance of its technical details. In addition, we also described our digital dissemination channels through
various social media platforms.

This deliverable is structured as follows:

e Chapter 2 “Strategy” describes the main plans that the PALANTIR’s project will follow for its
digital presence and dissemination and it discusses also the expected target audiences;

e Chapter 3 “Implementation” briefly introduces how we implemented the strategy for the
project’s digital presence, as introduced in Chapter 2;

e Chapter 4 “Website” gives an overview of the project’s website and its major technologies;

e Chapter 5 “Social media” briefly discusses the social media accounts that will be used to spread
the project’s results and most important achievements;

e Chapter 6 “Conclusion” presents the conclusion of this document.
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2. Strategy

This section presents the project strategy for its digital presence, by means of the project website and
also accounts on well-known social media websites, focusing in particular on the dissemination of the
project's results to the public. In particular, we have structured a three-fold strategy, for each of the
possible target audiences that may be interested in the project results:

1. The first target audience is the general public which is interested in cybersecurity, while not

having a deep technical knowledge in this field. For this target audience, we provide a set of
web pages with general information regarding the project objectives and the developed
technologies.

The second target are cybersecurity researchers, employed either in academia or in the R&D
of cybersecurity firms. In particular, we target researchers involved in other EC-funded projects
in the cybersecurity field, in order to foster inter-project collaboration and exchange of scientific
results. We will target such experts by providing a technical description of the technologies and
solutions developed in the project with both dedicated website pages and links to the project’s
public deliverables. We will also present the results of dissemination activities to the scientific
community, such as presentations in conferences and articles in scientific journals.

Finally, the third target audience are companies providing cybersecurity solutions to the
public, such as consultancy firms, which may be interested in partnerships with the project’s
industry partner, in order to include the solutions developed in the project amongst their offer
to clients. As previously stated, we will describe such solutions in dedicated pages of the project
website, and we will also provide the contact details for the key personnel of each project
partner.

The aforementioned strategy will also apply to the creation of contents for the project’s social media
accounts, to improve the ability of the project in reaching the aforementioned target audiences.
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3. Implementation

This section presents how we have implemented the project’s strategy for digital presence, presenting
the main architectural choices behind the development of the project’s website. In particular, we have
organized the latter in the following macro-areas:

e Home: provides basic information about the project;

e The Project: presents the project’s objective and technologies to the general public. It contains
the following subsections: Mission, Objectives, Technologies and Collaboration;

e Deep Dive: provides technical information to cybersecurity experts, with descriptions of the
project’s general architecture, the use cases, and of the project’s results. It contains the following
subsections: Work Packages, Architecture, Use Cases and Impact;

e News: contains regular updates on the project’s activities, in order to engage all the target
audiences,

e Consortium: presents the partners involved in the project, and also contact details for key
personnel of each partner, as per the strategy pertaining the business audience;

e Documents: targets mainly cybersecurity researchers, by providing access to the project’s public
deliverables, and also to scientific papers and conference presentations stemming from the
research carried within the project.

Regarding social media, we have set up accounts for the LinkedIn and Twitter social media websites.
LinkedIn, being more business-oriented, will be used to target security researchers and companies, while
Twitter will be used to engage the general public.

3.1 Content creation and sharing

All partners will be involved in the creation of contents for both the website and the social media
accounts, while POLITO will manage the publication of such contents. For example, partners will be
expected to provide the description of outcomes of their activities in the project. Internal project
communication will ensure that the appropriate focus will be given to the most important project’s
results.

Furthermore, partners will use their own digital presence resources to further reach target audiences. For
example, links to the project website may be included on the partners’ websites, and the project’s social
media accounts posts may be diffused using the partners’ social media accounts (€.g., using retweets on
the Twitter platform).
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4. Website

4.1 Overview and Design principles

The website is the main tool for dissemination and stakeholder engagement. We built the PALANTIR
website envisioning a simple and clear structure which fosters contents and information accessibility.
Figures and text on every page have been balanced to make the final result captivating for the final user.
Moreover, contents aim to be clear and understandable by non-specialist audiences. Nevertheless,
references and links are provided for the technical reader in order to examine in depth the project and
its details. As the main tool for dissemination, we have embedded links to social media accounts, a
subscription form to the PALANTIR’s newsletter, and a description of all partners on the website. In
the following subsections, we will discuss all constituent pages and their functionalities as well as the
technologies used for website development.

4.2. Website structure

4.2.1 Home

The following figure presents the homepage of PALANTIR’s website which is reachable via the
following link: www.palantir-project.eu (Figure 1).
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PALANTIR

Practical Autonomous Cyberhealth for resilient SMES &
Microenterprises

Project Description

The rapid advances in digital technology necessitate finding ways to ensure digital security and help small and medium-sized
enterprises (SMEs) recover from cyberattacks. The EU-funded PALANTIR project aims to implement a framework combining privacy

assurance, data protection, Incident detection and recovery aspects. The project will also focus on cyber-resilience and ensure the

otection regulations. The outcomes of the project will provide those

we at a reasonat

Figure 1: Home page (top).

In this page it is possible to find an overview and general info about the project (Figure 2).
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Figure 2: Home page (bottom).

4.2.2 The project: Mission

The Mission page describes the vision of PALANTIR consortium (Figure 3).

e o | | S——-T Y-

During the past years, society has yb ks being with i quency and impact, reaching even a global scale. Modern organisations have been quick to adopt new
technologies such as Threat Intelligence services, Artificial Intelligence etc. to secure Lhek digital In’rasmmures The fact remains, however, that Small-Medium Enterprises and Microenterprises have
limited access to such novel cyber defence measures.

PALANTIR project focuses and improves upon novel technologies like SON/NFV, Machine Learning, Trust and Attestation etc, These are starting to be widely adopted by large organisations but are usually

not affordable by SMES/MEs. In order to make these 8! ina way, PALANTIR looks at the research gaps that need to be addressed to improve service performance and cut

costs across all the relevant stakeholders in the value chain: (a)The combination of risk analysis with cost/benefit analysis and their connection to the Service Catalogue with multiple choices w.r.t to

products and delivery modes; (b) the implementation of a novel Threat 8 k and Secaas with hybrid ies, (¢) the creation of Security Orchestration on top of
service or and T (d) the live B sharing with high-level policy sharing in a fully anonymised way. These will be showcased in all PALANTIR Use Cases.

PALANTIR envisions a value chain among its stakeholders, in order to create a of services. in the Ity, analytics, artificial intelligence etc. areas undertake the
g role of Service Developer and monetise their products through the Service Catalogue. Communication Service Providers (CSPs, such as teicos, internet service providers, cloud providers, platform

Figure 3: Mission page.

4.2.3 The project: Objectives

The objectives and the aim of PALANTIR project has been described in the Objectives page, depicted
in Figure 4.
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Objective 1: Provide SMEs/MEs with a practical framework to assess and manage cybersecurity risks and
define their cybersecurity needs.

Challenge: Experts warn agai

e “security theat th little to no reduction to o

of security

products exist in the market, they are usually ven high-level analy annot be easily tra

experts

provide an improved, three-tier

sed analysis framework. At the first tier, multi-attribute risk asses: s performed on the basis of att,

and by providing of know erabilities from comm

In the second tier, this information is correlated with threat intelligence data and high-level rem

Thi

o provide risk managemen mmendations. This staj

ccess to historical data from PALANTIR threat intelligence may b

hird tier connec

output of risk management to the Service

s 10 democratize access to the Catalogue for any developer; this cre

Figure 4: Objectives page.

4.2.4 The project: Technologies

The technologies that are pivotal within the scope of PALANTIR are introduced in this section (Figure
5).
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intrusion detection etc.) to be deployed in seconds in PALANTIR. A
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Figure 5: Technologies page.

4.2.5 The project: Collaboration

In this web page there is a list of projects with potential relevance to PALANTIR along with a brief
description (Figure 6).
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A Cybersecurity Competence Network with leading research, technology, industrial and public competences. CONCORDIA provides
excellence and leadership in technology, process

and services to establish an user-centric EU-integrated cyber security ecosystem
for digital sovereignty in Europe.

The main objective of ECHO is to strengthen the proactive cyber defence of the European Union, enhancing Europe’s technological
sovereignty through

effective and efficient multi-sector and multi-domain collaboration. The project will develop a European
Cybersecurity ecosystem, to support secure cooperation and development of the European market, as well as to protect the citizens
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Figure 6: Collaboration page.

4.2.6 Deep Dive: Work Packages

The work of PALANTIR has been split in 8 Work Packages. A description of these WPs is presented

on the following web page (Figure 7).
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Work Packages

The PALANTIR project Is scheduled to last for three years (36 months) and the work has been split into the following 8 Work Packages:

WP1 (Project Management) deals with the overall coordination of the project consortium and activities, the contractual and reporting tasks and the communication with the EC, WP1 is related to all
project objectives,

WP2 (Requirements and Design) includes all the activities related to the definition of use cases, elicitation of technical and legal requirements as well as overall design and specifications of the
PALANTIR framework and its components.

WP3 (Secure Service Ecosystem for SMEs and MEs) aims to deliver the virtualised security services, as well as the framework for their management and orchestration and automated response
WP4 (Threat Management and Sharing) aims to implement the catalogue of the security services, accompanied by the appropriate hardware and software integrity attestation and performance
verification tools, as well as the Dashboard for the overall management of the PALANTIR framework.

WPS (Hybrid Threat Intelligence) targets at delivering the analytics framework for distributed network traffic collection, anomaly detection, threat classification and recommendation.

WP6 (Integration and validation) aims to bring together all technical components into a complete end-to-end framework and to implement three discrete pilots,

.

* WP7 (Dissemination and Exploitation) Includes all activities with regard to the dissemination and exploitation of the project results, as well as the communication of the project to diverse target

Figure 7: Work Packages page.

4.2.7 Deep Dive: Architecture
The project’s architecture is described and depicted in the following page (Figure 8).
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The PALANTIR architecture creates a Closed-Loop Control environment (denoted below with arrows 1-2-3) among the Secaa$, Threat Intelligence and Security Service Orchestrator framework

* Threat Iintelligence traces traffic from the network and VNFs through Distributed Collection (arrow “17), analyses it for signs of malicious activity and outputs the detected anomalies to a
Remediation Engine

* The Remediation Engine proposes reactive measures against cyberattacks (security rules, new topologies etc) to the Security Service Orchestrator (arrow “27)

« The Security Service Orchestrator pushes back selected actions and lifecycle management (LCM) messages to the running Secaas (arrow “37)

The framework is designed for high availability and fault tolerance. Although organic links are formed among components and their outputs, the service-oriented approach does not create a single point
of failure. For example, a destructive fault in MANO will not affect the functionality of the Firewall service, other than e.g. prevent new upgrades to a running service for a limited time

Figure 8: Architecture page.

4.2.8 Deep Dive: Use Cases

Several use cases have been identified in PALANTIR. This section provides a general description of
them (Figure 9)
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(#1) Securing private medical
practices with lightweight Secaa$

(#2) Uninterrupted Electronic
Commerce with Cloud Secaa$S

(#3) Live Threat Intelligence Sharing
in a large-scale Edge scenario

Private medical practices are prime examples of MEs with high
security and data protection needs. Private practices frequently
suffer from critical data breaches and the staff is usually not in
the position to handle a cyber-attack. According to 2016 results
from Ponemon, criminal attacks have “increased by 125% since
2010 and now represent the leading cause of healthcare data
breaches™. The study cites a report by the

ral Bureau of

Investigations (FBI) concluding that “criminals are targeting the

Small businesses with e-commerce operations are increasingly
leveraging cloud services along with local infrastructure for
expense savings, yet they do not

ys ensure that these
services use strong online security v

ures, Once a company
has violated a customer’s trust — either directly or indirectly —
it is difficult to restore it. In 2017, Verizon's Data Breach
Investigations Reg

und that more than 75% of the data
breach victims they studied were small businesses. The strong

Figure 9: Use Cases page.

PALANTIR provides an ideal foundation to leverage collective
use of live threat intelligence by i) enabling the PALANTIR
Provider to jointly analyse data from multiple clients (rather
than from each client individually) and i) allowing the provider
to publish and retrieve anonymized cyber threat Intelligence
information to and from national and international knowledge
In this UC, the
service provider would be able to ) jointly analyse information

sharing infrastructures (e.g. MISP instan

4.2.9 Deep Dive: Impact

The impact of the PALANTIR’s project related to different actors has been illustrated in this page
(Figure 10).
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PALANTIR aims to address the impacts listed in the H2020-5U-DS03-2019-2020 Work Programme.

Summary of expected impacts per actor:

Emergency

i ponse (Law

CSPs using Intermediate Research / EU/H2020 work bodies & Special Enforcement,

w PALANTIR g commercial users W SMEs/MEs . Academia . programme Interest Groups CERTs, CSIRT)
1. Significant cost 1. Simplification of 1. Easy access to 1. Novel detection 1. Improved 1. Novel 1. Improved
reduction and under their entry to new live threat feeds, methodologies synergies among improvements and quantity, quality
guaranteed market access to low-cost 2. 0960 26488 10 cyber security and recommendations and redevance of
availability and 2. Development of services in one- testbed 5G/Future Internet with respect to Fhleal Intelligence
latency performance business models for stop-shop Service environments projects. cloud nd information

L —— : Fotabnmiin medbinta prves i

Figure 10: Impact page.

4.2.10 Documents: Project’s Deliverables

A list of the Project’s Deliverables is provided through the Documents section. In particular, it is possible
to retrieve information regarding each one of the deliverables and download the public ones (Figure 11).
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e

Download Number Title Dissemination level Date Leader
D1 Project Handbook Confidential 2020 DBC
D71 Dissemination & Exploitation Plan Confidential 2020/ INCITES

Figure 11: Project’s Deliverables page.

4.2.13 News

The News section includes relevant information regarding PALANTIR project such as achievements,
events and newsletter (Figure 12).
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Dec 11, 2020 | PALANTIR project supports SMEs/MEs in cybersecurity

September 1st, 2020 marked the official start of PALANTIR, a cybersecurity focused project funded by the H2020 Programme.

Figure 12: News page.

4.2.14 Consortium

This section includes a complete list of the PALANTIR partners along with their description and role
within the project (Figure 13).
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The PALANTIR consortium is composed of 15 partners around Europe, well distributed between legal bodies, private companies,
large corporations, and research and academic partners. The diversity of expertise within PALANTIR is essential in order to achleve
the technological challenges of the project

I |I DBC Europe S.A. - Project coordinator

DBC Europe operates in Brussels since 2015 and has extensive experience in European funded technical assistance
projects and EU Horizon grants. DBC-Europe SA. s subsidiary of DIADIKASIA Business Consulting (DBC) in Greece
ranging among the most extrovert and competiti

Figure 13: Consortium page.

4.2.15 Subscribe

This section allows the website’s users to register to our audience and receive communications and info
regarding the project (Figure 14).
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Figure 14: Subscribe page.

4.2.16 Social media links

On every page, at the top right corner, a social media banner is available, which allows the user to be
redirected to Twitter or LinkedIn.

4.3 Technologies

Several technologies have been adopted to develop, maintain and monitor the PALANTIR’s website.
We describe in the following the most relevant ones:

o Jekyll [1]: this is a static website generator, written in Ruby and distributed under the open-
source MIT license. Jekyll has been used to renders Markdown and Liquid templates producing
the PALANTIR’s static website that is currently hosted on GitHub.

e GitHub pages [2]: this technology allows to host websites directly on GitHub repositories. In
particular, it is possible to edit and push the website changes directly on the target repository.
This leads to an automatic deployment of the new version of the website. It is possible to use
Jekyll as a web pages generator without having any databases.

e Nginx [3] (as reverse proxy): it is a high-performance web server, load balancer and reverse
proxy. The PALANTIR website leverages its functionality as reverse proxy to serve requests to
www.palantir-project.eu .

e Google Analytics [4]: it is a web analytics service offered by Google. This allows to monitor,
track and report PALANTIR’s website traffic according to different metrics: sessions, users,
bounce rate, entrances, exit rate.
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5. Social media

For disseminating PALANTIR’s results and maintaining its awareness, we leverage on two different
social media platforms:

e  Twitter: https://twitter.com/ProjectPalantir (@ProjectPalantir, Figure 15)
o LinkedIn: https://www.linkedin.com/in/palantir-project-8341431b9/ (Figure 16)

The initial proposed strategy includes a structured approach to introduce the project to wider audiences
and to explain the advantages and technologies of PALANTIR. At the start of the project, the main focus
has to be the creation of PALANTIR awareness. Thus, each partner is requested to provide content
according to a predefined schedule for the aforementioned social media platforms. Later in the project,
the posts will focus on disseminating the use cases scenarios and in parallel, results and outcomes of the
project.

As in the website case, posts and tweets should be devised for a non-specialist audience. Nonetheless,
links and references should be provided for technical readers.

Social media are also an irreplaceable means to reach a wide audience quickly, encouraging the
community to further investigate the interesting aspects. The audience will be mainly stakeholders, so
the main aim will be to disseminate the project achievements and to promote the project solutions.
Moreover, information concerning participation in events and meetings will be posted.

PALANTIR Project

Practical Autonomous Cyberhealth for resilient SMEs & Microenterprises.
PALANTIR is an EU Horizon 2020 funded project under grant agreement no.
883335

PALANTIR Project

¥y The PALANTIR kick off meeting was organised with success on the 16th
and 17th of September.
The Project Officer, Mr. Georgios Kaiafas, congratulated the consortium
and highlighted the importance of investment in cybersecurity, in the
framework of the Digital Single Market.

Figure 15: Twitter account.
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PALANTIR

Message

PALANTIR Project - 1st

Practical Autonomous Cyberhealth for resilient SMEs &
Microenterprises
Belgium - 230 connections - Contact info

Highlights

0 3 mutual connections
‘ You and PALANTIR both know Dimitris Papadopoulos, Daniele Canavese, and 1 other

About

The rapid advances in digital technology necessitate finding ways to ensure digital security and help small and
medium-sized enterprises (SMEs) recover from cyberattacks. The EU-funded PALANTIR project aims to implement
a framework combining privacy assurance, data protection, incident detection, and recovery aspects. The project
will also focus on cyber-resilience and ensure the SMEs' compliance with the relevant data privacy and protection
regulations. The outcomes of the project will provide those enterprises with security tools that will boost their
resilience at a reasonable cost.

Figure 16: LinkedIn account.
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6. Conclusion

This deliverable presented the plans for spreading the most important achievements of the project and
its digital presence strategy. In addition, it discussed the website organization, its structure and the
technologies that were used. Finally, it also reports what social media accounts we decided to use in

order to increase the public’s awareness of the PALANTIR’s accomplishments.

The PALANTIR team will use this document, and, in particular, the guidelines defined in Chapter 2 and
3, in order to have a common understanding of the procedures that will be followed during the project

life to maintain a high quality and constant communication channel with the general public.
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